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DETAILED ACTION 

1 . This office action is in response to applicant's amendment filed on 2/17/2009 for 
Application No. 10564738. 

2. Applicant's arguments/ amendments with respect to pending claims 1 5 through 
49 filed 2/17/2009, have been fully considered but are not persuasive. Applicant did not 
distinctly point out which limitations are not taught by the cited references. Examiner 
has specifically pointed out the location at which the prior art references teaches each 
limitation below. 

Claim Objections 

3. As per claim 36, applicant recites "plurality of island". Please amend to "plurality 
of islands". 

Claim Rejections - 35 USC $112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5. Claims 15 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

6. As per claims 15, 24 and 42, contain the limitation, "substantially the same", 
renders this claim as vague and indefinite. It is not clear to the examiner what 
substantially similar is, it is subject to interpretation. It appears to the examiner that 
applicants refers to "substantially the same" to meaning "identical" therefore, applicants 
might consider amending claims 15, 24 and 42 to read - identical. 
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7. Claims 1 6-33 are rejected under 35 U.S.C. 1 1 2 as indefinite for at least the 
reason stated above. Claims 16-33 are depended on claim 15, however, they do not 
add any feature or subject matter that would solve any of the non-statutory deficiencies 
of claim 15. 

Claim Rejections - 35 USC S 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 15, 16, 19-36, 39-47 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Challener in view of Rappaport et al. (US 2003/002341 2A1). 

As per claim 15, Challener discloses a method for detecting and geographically 
locating a user accessing a wireless computer network wirelessly, the method 
comprising: pre-collecting and pre-mapping performance parameters of wireless 
computers with respect to at least one access point within a geographical area covered 
by the wireless computer network; - Challener, page 5, lines 16 through 18, the area 
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around an access point is an island and helps determine the geographical locations of 
rogue user 

identifying the user based at least on a Media Access Control (MAC) address 
and Internet Protocol (IP) address; - Challener, page 11, lines 26 and 27, both MAC 
address and IP address are used 

but fails to disclose explicitly obtaining a spatial performance model for the 
geographical area based on the collected performance parameters, the spatial 
performance model is defined by a plurality of islands, each island shares substantially 
the same performance parameters; acquiring at least one performance parameter of the 
user; mapping and matching the at least one performance parameter acquired for the 
user on the spatial performance model to identify the matched island; and identifying a 
geographical location of the user through the matched island 

However, Rappaport discloses obtaining a spatial performance model for the 
geographical area based on the collected performance parameters, the spatial 
performance model is defined by a plurality of islands, each island shares substantially 
the same performance parameters; - Rappaport, page 11, paragraph 98, lines 3, 20, the 
signal strength is one of the parameters used to create models page 1 1 , paragraph 98, 
lines 38, performance parameters are used as indices. 

Acquiring at least one performance parameter of the user; mapping and 
matching the at least one performance parameter acquired for the user on the spatial 
performance model to identify the matched island; and identifying a geographical 
location of the user through the matched island. - Rappaport, page 1 1 , paragraph 98, 
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lines 38, performance parameters are used as indices, if parameter is out of range 
system is triggered, page 11, paragraph 98, lines 20, the signal strength is one of the 
performance parameters, performance parameters are used as indices, if parameter is 
out of range system is triggered, page 1 0 paragraph 96, lines 1 7 through 21 , average 
and worst-case of metrics are retrieved 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the geographical model as taught by Challener with geographical 
model as taught by Rappaport because Rappaport's model can quantify performance 
specific information and aid in troubleshooting- Rappaport, page 12, [0102], lines 1-9. 

As per claim 34. Challener discloses a system for detecting and geographically 
locating a user accessing a wireless computer network having at least one wireless 
access point wirelessly, - Challener, page 5, lines 16 through 18, the area around an 
access point is an island and helps determine the geographical locations of rogue user) 

the system comprising: a network management system residing on a computer 
system of the wireless computer network, the network management system 
operationally detects users accessing to the wireless computer network and acquires 
one or more performance parameters of the users; - Challener, page 5, lines 15 through 
17, network administrator or manager can identify presence of rogue user and 
determine their geographical location 

wherein the network management system operationally detects users and 
identifies at least a MAC address and IP address of the users and acquiring at least one 
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performance parameter of the users, - Challener, page 11, lines 26 and 27, both MAC 
address and IP address are used 

thereby identifying a geographical location of the user through the matched 
island. - Challener, page 5, lines 15 through 17, network administrator or manager can 
identify presence of rogue user and determine their geographical location, it is an 
inherent property of computer networking that as long as the systems are electronically 
connected they need not be in same vicinity, see also page 7, lines 19 and 20, user 
need not be wandering to find rogues user 

but fails to disclose explicitly a spatial performance model defining a plurality of 
islands of performance parameters, the performance parameters are obtained through 
pre collecting and pre- mapping over a geographical area covered by the wireless 
computer network; the system is operable to map and match the at least one 
performance parameter acquired for the user on the spatial performance model to 
identify a matched island for each user, 

However, Rappaport discloses a spatial performance model defining a plurality of 
islands of performance parameters, the performance parameters are obtained through 
pre collecting and pre- mapping over a geographical area covered by the wireless 
computer network; - Rappaport, page 11, paragraph 98, lines 3, 20, the signal strength 
is one of the parameters used to create models page 1 1 , paragraph 98, lines 38, 
performance parameters are used as indices. 

the system is operable to map and match the at least one performance 
parameter acquired for the user on the spatial performance model to identify a matched 
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island for each user, - Rappaport, page 1 1 , paragraph 98, lines 38, performance 
parameters are used as indices, if parameter is out of range system is triggered, page 
1 1 , paragraph 98, lines 20, the signal strength is one of the performance parameters, 
performance parameters are used as indices, if parameter is out of range system is 
triggered, page 10 paragraph 96, lines 17 through 21 , average and worst-case of 
metrics are retrieved 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the geographical model as taught by Challener with geographical 
model as taught by Rappaport because Rappaport's model can quantify performance 
specific information and aid in troubleshooting- Rappaport, page 12, [0102], lines 1-9. 

As per claims 16 and 36, Challener in view of Rappaport discloses the method 
according to claim 15, further comprising deriving at least one network performance 
index for each island. - It would be obvious to use Rappaport, page 11, paragraph 98, 
lines 38, performance parameters are used as indices for the same motivation as above 

As per claims 19 and 39, Challener in view of Rappaport discloses the methods 
according to claims 15 and 35 respectively, further comprising matching the user's MAC 
address and IP address with a database to identify if the user is an authorized user. - 
Challener, page 11, lines 26 and 27, both MAC address and IP address are used 

As per claim 20, Challener in view of Rappaport discloses the method according 
to claim 15, wherein the user is identified as a potential rogue user if the user is not the 
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authorized user. - It would be obvious to use Rappaport, page 11, paragraph 98, 
performance parameters are used as indices, if parameter is out of range system is 
triggered, is the performance index does not match the island, hence is out of range a 
trigger is generated, i.e. rogue user is identified, for the same motivation as above 

As per claim 21 , Challener in view of Rappaport discloses the method according 
to claim 15, further comprising effecting at least one network security measure against 
the rogue user. - It would be obvious to use Rappaport , page 1 1 , paragraph 98, if 
triggered security measure taken, for the same motivation as above 

As per claims 22 and 40, Challener in view of Rappaport discloses the methods 
according to claims 16 and 34 respectively, further comprising: deriving at least one 
performance index for the user; and determining the geographical location of the user 
by comparing the performance index of the user with historical, average performance 
indices of each island pertinent to the time of detection of the user. - It would be 
obvious to use Rappaport, page 1 1 , paragraph 98, the signal strength is one of the 
performance parameters, the signal strength whether is measured at the access point 
or measured from user can be measured the same way and performance parameters 
are used as indices, if parameter is out of range system is triggered, is the performance 
index does not match the island, hence is out of range a trigger is generated, for the 
same motivation as above 
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As per claims 23 and 41 , Challener in view of Rappaport discloses the methods 
according to claims 16 and 34 respectively, wherein deriving of the at least one 
performance index comprising dynamically re-mapping the islands previously mapped 
based on a current performance index of each island at time intervals. - It would be 
obvious to use Rappaport, page 11, paragraph 98, line 5, data is exchanged in real time 
between the models and equipment, for the same motivation as above 

As per claims 24 and 42, Challener in view of Rappaport discloses the methods 
according to claims 22 and 34 respectively, wherein deriving of the performance index 
of the user is substantially the same as deriving of the performance index of each 
island. - - It would be obvious to use Rappaport, page 11, paragraph 98, lines 20, the 
signal strength is one of the performance parameters; the signal strength whether is 
measured at the access point or measured from user can be measured the same way, 
for the same motivation as above. 

As per claim 25, Challener in view of Rappaport discloses the method according 
to claim 22, wherein identifying the geographical location of the user comprising 
matching the performance indices of the at least one island with the performance index 
of the user. - It would be obvious to use Rappaport , page 1 1 , paragraph 98, lines 38, 
performance parameters are used as indices, if parameter is out of range system is 
triggered, is the performance index does not match the island, hence is out of range a 
trigger is generated, for the same motivation as above 
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As per claim 26, Challener in view of Rappaport discloses the method according 
to claim 21 , wherein affecting at least one network security measure comprising: logging 
particulars of the potential rogue user; - Challener, page 9 and 10, lines 20 through 7, 
the server receives information, including signal strengths to determine location of rogue 
user 

displaying geographical location of the potential rogue user; and denying access 
to the potential rogue user. - Challener, page 5, lines 19 through 20, administrator can 
control activity of rogue user, which includes denying access. 

As per claims 27 and 43, Challener in view of Rappaport discloses the methods 
according to claims 15 and 34 respectively, wherein the performance parameters 
includes variables defined at any of a physical layer, a network layer, an application 
layer and a data link layer. - It would be obvious to use Rappaport, page 11, paragraph 
98, lines 3, 20, the signal strength is one of the parameters used to create models and 
is in the physical layer, performance parameters are used as indices, for the same 
motivation as above. 

As per claims 28 and 44, Challener in view of Rappaport discloses the methods 
according to claims 27 and 34 respectively, wherein the physical layer includes any or 
all of signal strength, noise power and signal-to-noise ratio. - It would be obvious to use 
Rappaport, page 1 1 , paragraph 98, lines 3, 20, the signal strength is one of the 
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parameters used to create models; and page 11, paragraph 98, lines 38, performance 
parameters are used as indices, for the same motivation as above. 

As per claims 29 and 45, Challener in view of Rappaport discloses the methods 
according to claims 27 and 44 respectively, wherein the network layer includes any or 
all of ping response time, packet round-trip time, packet loss rate and propagation delay 
times. - Examiner is giving official notice that it is well known in the art to monitor ping 
response time as a performance parameter. - It would be obvious to use Rappaport, 
page 1 1 , paragraph 98, lines 10-20, packet loss rate is one of the performances 
measured, for the same motivation as above. 

As per claims 30 and 46, Challener in view of Rappaport discloses the methods 
according to claims 27 and 44 respectively, wherein the application layer includes any 
or all of transactions responses, applications responses and end-to-end delay times. - It 
would be obvious to use Rappaport, page 11, paragraph 98, lines 10-20, packet delay 
time is one of the performances measured, for the same motivation as above. 

As per claims 31 and 47, Challener in view of Rappaport discloses the methods 
according to claims 27 and 44 respectively, wherein the data link layer includes any or 
all of link utilization, frame loss rate, number of error frames and throughput rate. - It 
would be obvious to use Rappaport, page 1 1 , paragraph 98, lines 10-20, frame error 
rate is one of the performances measured, for the same motivation as above. 
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As per claims 32 and 48, Challener in view of Rappaport discloses the methods 
according to claims 15 and 34 respectively, wherein the spatial performance model 
differs at a particular period of the day. - It would be obvious to use Rappaport, page 
1 1 , paragraph 98, line 5, data is exchanged in real time between the models and 
equipment, i.e. the performance model would defer at different times of the day since it 
is updated real time, for the same motivation as above. 

As per claims 33 and 49, Challener in view of Rappaport discloses the methods 
according to claims 15 and 34, wherein the performance parameters include any of 
distance from access point, number of wireless users, network topology, building 
material used and time of day. - It would be obvious to use Rappaport, page 11, 
paragraph 98, lines 3, 20, the signal strength is one of the parameters used to create 
models page 1 1 , paragraph 98, lines 38, performance parameters are used as indices, 
signal strength is dependent on distance from access point among other factors as 
material used, for the same motivation as above. 

As per claim 35, Challener in view of Rappaport discloses the system according 
to claim 34, wherein the at least one wireless access point is connected to a wired 
computer network. - Challener, page 5, lines 1 through 4, devices are connected 
wirelessly or wired, and hence the network has wireless access points connected to a 
wired network 
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10. Claims 17, 18, 37, and 38 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Challener in view of Rappaport and further in view of Agrawal et al. 
(US 2003/0045270A1). 

As per claims 17 and 18, Challener in view of Rappaport disclose a method 
according to claim 16, 

but fail to disclose expressly wherein deriving the network performance index 
comprising: obtaining differences between the acquired performance parameters of the 
user and the performance parameters in the spatial performance model; determining a 
minimum value for each difference; normalizing the acquired performance parameters 
for each difference to obtain a rank number; and summing the rank number for each 
island to obtain the network performance index. 

However, Agrawal discloses obtaining differences between the acquired 
performance parameters of the user and the performance parameters in the spatial 
performance model; - Agrawal, page 2, paragraph 17, lines 1 through 6, the parameters 
of the users are tracked and compared to the model, deviations are obtained by 
obtaining the differences 

determining a minimum value for each difference; - Agrawal, page 2, paragraph 
17, lines 1 through 6, the parameters of the users are tracked and compared to the 
model, deviations are obtained by obtaining the differences also page 1, paragraph 16, 
lines 12 through 15, the model is updated. Since the model given one difference is 



Application/Control Number: 10/564,738 Page 14 

Art Unit: 2432 

updated but in another is considered a deviation there exists a minimum difference level 
which is set in order differentiate from updating the model to determining there is a 
deviation 

normalizing the acquired performance parameters for each difference to obtain a 
rank number; - Agrawal, page 2, paragraph 14, normalized histogram which is a 
probability density function of the exact location the user 

and summing the rank number for each island to obtain the network performance 
index. - Agrawal, page 2, paragraph 14, normalized histogram which is a probability 
density function of the exact location the user 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the geographical model as taught by Challener with geographical 
model as taught by Agrawal because Agrawal's model detects network fraudulent 
behavior which leads to loss of significant revenue as well as financial loss and personal 
inconvienience for individual users who are the victims of fraud- Agrawal, page 1 , 
[0002], last 5 lines in paragraph. 

As per claim 37, Challener and Rappaport disclose the system according to claim 

36, 

but fail to disclose expressly wherein the network performance index is a sum of 
rank number of each island, wherein the rank number is obtained through normalizing 
the acquired performance parameters by a differences between the acquired 
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performance parameters of the user and the performance parameters in the spatial 
performance model. 

However, Agrawal discloses wherein the network performance index is a sum of 
rank number of each island, wherein the rank number is obtained through normalizing 
the acquired performance parameters by a differences between the acquired 
performance parameters of the user and the performance parameters in the spatial 
performance model.- Agrawal, page 2, paragraph 14, normalized histogram which is a 
probability density function of the exact location the user 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the geographical model as taught by Challener with geographical 
model as taught by Agrawal because Agrawal's model detects network fraudulent 
behavior which leads to loss of significant revenue as well as financial loss and personal 
inconvienience for individual users who are the victims of fraud- Agrawal, page 1 , 
[0002], last 5 lines in paragraph. 

As per claim 38, Challener and Rappaport disclose the system according to claim 
36, but fail to disclose expressly wherein the network performance index is a sum of 
differences of rank numbers of performance parameters in the spatial performance 
model and the acquired performance parameters of the user, of which, the performance 
parameters of the spatial performance model and the users are normalized by a 
minimum values of each performance parameter in the spatial performance model. 
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However, Agrawal discloses wherein the network performance index is a sum of 
differences of rank numbers of performance parameters in the spatial performance 
model and the acquired performance parameters of the user, of which, the performance 
parameters of the spatial performance model and the users are normalized by a 
minimum values of each performance parameter in the spatial performance model. - 
Agrawal, page 2, paragraph 14, normalized histogram which is a probability density 
function of the exact location the user 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify the geographical model as taught by Challener with geographical 
model as taught by Agrawal because Agrawal's model detects network fraudulent 
behavior which leads to loss of significant revenue as well as financial loss and personal 
inconvienience for individual users who are the victims of fraud- Agrawal, page 1 , 
[0002], last 5 lines in paragraph. 

Conclusion 

1 1 . Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See M PEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

12. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 



Application/Control Number: 10/564,738 Page 17 

Art Unit: 2432 

TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

1 3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to SIMON KANAAN whose telephone number is (571)270- 
3906. The examiner can normally be reached on Mon-Thurs 7:30-5:00 EST. 

14. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 5712723799. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

15. Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. 

/SIMON KANAAN/ 
Examiner, Art Unit 2432 

/Gilberto Barron Jr./ 

Supervisory Patent Examiner, Art Unit 2432 



